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Consultative Meeting Notification 66/2017

Buyer-seller consultation on Cyber Security Software / Appliances held

on 12-12-2017

Meeting held on 12-12-2017 for CYBER SECURITY SOFTWARE / APPLIANCES with sellers and buyers.
Following participants participated from the

Seller’s side:

e M/s TRENDMICRO
VELOCIS

ESCAN
CHECKPOINT

IBM

QUICKHEAL TECH
XIARCH

MACFEE SOFTWARE
HINDI SOFTWARE

In the consultative meeting the following points are suggested by participants:

Suggestion of participants for CYBER SECURITY SOFTWARE / APPLIANCES:

1. After deliberations with the participants, it was decided the following parameter are to be added in
the existing TP of CYBER SECURITY SOFTWARE / APPLIANCES

In built storage size in appliance

Network Intrusion prevention system(NIPS/IPS/IDS)
Virtual environment for network security

Virtual Network Intrusion prevention system

Host DLP/IDLP

Network DLP/IDLP

2. As per participants suggestion, it was decided the following parameter are to be modified the
following parameters in the existing TP :
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Free up gradation to higher version TO

Free up gradation to higher version WITHIN WARRANTY PERIOD

Number of Years upto which Support is available from OEM / Franchise online TO

Number of Years upto which Support is available from OEM / Franchise online (WARRANTY)
Number of Years upto which Support is available from OEM / Franchise online

VALUE 1: 1

VALUE 2: 2

VALUE 3: 3

VALUE 4: 5

VALUE 5: 10



TO

Number of Years upto which Support is available from OEM / Franchise online
VALUE 1: 0

VALUE 2: 1

VALUE 3: 2

VALUE 4:

VALUE 5: 5

3. Golden parameters for CYBER SECURITY SOFTWARE / APPLIANCES proposed by the participants are as

under:

Category

Software/ Appliance Domain

Software/ Appliance Type

Host - based Intrusion Detection / Prevention System (HIDS/HIPS)
Global Threat Intelligence support

Virtual environment for network security

Virtual Network Intrusion prevention system
Host DLP/IDLP
Network DLP/IDLP

Data Protection / Full disk and file Encryption

Data share encryption

Network Access Control (NAC)

security Incident & Event Management (SIEM)

Unified Threat Management (UTM)/

Unified Security Management (USM)

Distributed Denial of service (DDOS)

Cloud-Assisted Security Network

Number of Years upto which Support is available from OEM / Franchise online
No. of days Training Provided at Site

4. After deliberations with the participants, it was decided the following parameters are to be deleted
from the existing TP:

e Local update Host
e Data Loss Prevention (DLP) capability
e Advanced Protection for Virtual Environments

5. FILTER parameters for CYBER SECURITY SOFTWARE / APPLIANCES proposed by the
participants are as under:

Vulnerability assessment and patchmanagement
Anti-theft Protection

Endpoint Security

File Server Protection

System Watcher

Memory Protection

Signature based protection
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Content filtering capability

Multi factor Authentication capability
Storage Security

Data backup / Data recovery
Network monitoring

Centralized Management

Valid Licence copy to be provided
Software supplied through
Installation and Demonstration

A

6. Mandatory parameters for CYBER SECURITY SOFTWARE / APPLIANCES proposed by the participants are
as under:

Regards

Name of Software / Appliance

Name of the OEM

OEM Model / Part No.

Product Id of OEM

Software / Appliance Description, Functionality/ Features

Software / Appliance Version

Version Name

Date of Launch of Version

Hard Disk Space Required

RAM Size required

CPU required

Other Hardware requirements

Operating Systems supported (Driver)

Supported Devices

Supported Servers

Supported Web browsers

Supported Database

Min Processor bench mark score required

Certifications / Benchmarking of Software Products

List of items included in the package

Hyper link to Data sheet

Maximum user handling capability

Hyper link compatibility matrix

Concurrent user handling capability

No of Software / Appliances sold

User Reference no. 1 with email, phone no., where Appliance installed
User Reference no. 2 with email, phone no., where Appliance installed
User Reference no. 3 with email, phone no., where Appliance installed

GeM-Admin
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